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NHOOPMAILIMOHHASA ITAMATKA
JJIAA OBYUYAIOIUXCA 1A PASMEINEHUSA
HA OOUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIIbIM TOJIOM MOJIOJIC’KH B MHTEPHETE CTAHOBHUTHCS OOJIBIIIE, @ TKOJTHHUKA
OJTHU M3 CaMbIX aKTHBHBIX MOJIb30Bateeli PyHera. Mexay TeM, TOMUMO OTPOMHOTO
KOJIMYECTBA BO3MOJKHOCTEH, MHTEPHET HECET W MPOOJIeMBl. DTa IMaMsTKa JOJDKHA
IIOMOYb TeO€e 0€30IacHO HaXOAUTLCS B CETH.

KoMmnbroTepHbie BUPYCHI

KomnbroTepHblli BHPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTPaAMM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOH SIBIISIETCSA CIIOCOOHOCTB K pa3MHOKEHHUI0. B
JOTIOJIHEHHE K ATOMY, BUPYChl MOT'YT NOBPEIUTH WIH MOJHOCTHIO YHUYTOXKUTH BCE
Gdaiinbl W JaHHBIE, TOJKOHTPOJIbHBIE TOJIb30BATENI0, OT MMEHU KOTOpPOro Oblia
3amylleHa 3apakeHHas NporpamMma, a TaKKe IOBPEIUTh WU J1a)K€ YHUYTOKUTh
OIEpallMOHHYI0 CHUCTEMY €O BceMM (aiimamu B 1eiaoM. B OonbLIMHCTBE ciyyaeB
PacHpOCTPAHSIOTCS] BUPYChI YEPE3 UHTEPHET.

MGTOIII)I 3alIHUThI OT BPCAOHOCHBIX ITPOrpaMM:

1. I/ICHOHBSYﬁ COBPCMCHHBIC OIICPAIMOHHBIC CHUCTCMbI, UMCIOIINC CCpBC3HBIﬁ
YPOBCHBD 3alIUTHI OT BPCAOHOCHBIX IIPOTpaMM;

2. IlocrosHHO ycraHaBnuBa madtk (UUQPPOBBIC 3aIUIaTKHA, KOTOPHBIC
ABTOMAaTHYECKH YCTAHABIWBAIOTCS C IIEJBI0 JOpPabOTKU MpOrpamMMbl) U ApYyrue
OOHOBJICHHS CBOCH OIepalimoHHON cucTeMbl. CkaunBail MX TOJBKO C OPHUIIHATBEHOTO
caiita paspaborunka OC. Eciu cymecTByeT pexuM aBTOMaTHYECKOro OOHOBJICHUS,
BKJIIOYH €TO0;

3. PabGoraii Ha cBOoeM KOMIIBIOTEpE IO TIpaBaMHu IMOJIB30BATENsl, a HE
aIMUHUCTpATOpa. ITO HE TO3BOJHUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM
MHCTAJUIMPOBATHCS. HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. MHcnonb3yidi aHTUBHUPYCHBIE MPOTPpaMMHBIC MPOJYKTHI ~ U3BECTHBIX
MPOU3BOAUTEIICH, C aBBTOMAaTHYECKUM OOHOBJICHHUEM 0a3;

5. Orpannub (HPU3NYECKUI AOCTYI K KOMIIBIOTEPY J1JIs1 IOCTOPOHHUX JIUILL;

6. Mcnonb3yil BHELIHUE HOCUTENHN UH(OpMaIINK, TaKue Kak (ienika, TUCK Win
¢aiin u3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIBIOTEpHBbIE (aiiabl, MOJYYEHHbIE H3 HEHAJEHKHBIX
UCTOYHUKOB. [laxke Te ¢aiisibl, KOTOpbIE MpPUCIAl TBOM 3HAKOMBIN. Jlydllie yTouHu y
HEro, OTIPABJIISLI JIU OH TeOe HX.




Cern WI-FI

Wi-Fi - 3T0 He B nepefay JaHHBIX, HE TEXHOJIOTHUS, a BCETO JIUIIb OpeHI,
Mapka. Eme B 1991 romy Hupepnanjckas KOMIAHUS 3aperucTpupoBaiia OpeH[
"WECA", 4yrto o06o3Hauano cinoBocoueranue "Wireless Fidelity", xoTopsiii
nepeBoAUTCA Kak "0ecrpoBOIHASI TOYHOCTD .

Jlo Hamiero BpeMeHHU JAouuia Apyras abOpeBuarypa, KOTopas SIBISETCS TaKOU
xKe TexHojorueil. Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HaMEKOM Ha CTaHIapT BBICIIEH 3BykoBoW TexHukH Hi-Fi, uTo B mepeBone o3HadaeT
"BBICOKast TOUHOCTB".

Jla, OecTutaTHBI WHTEPHET-IOCTYN B Kade, OTeIsIX M a’poIopTax SBIISICTCS
OTJIUYHOU BO3MOYKHOCTBIO BbIXOJla B MHTEpHET. HO MHOTHE SKCIEPThI CYUTAIOT, YTO
obmenoctynaeie Wi-Fi ceTu He sBsitoTcst 6€30MaCHBIMU.

CoBeThblI 110 0€30MacHOCTH PabOTHI B 00IIEA0CTYHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro JuuHyr wHpOpMaIuio depe3 oduienoctymnabie Wi-Fi
cetu. PaboTtast B HUX, JKeJlaTeJIbHO HE BBOJUTH MApOJIU JOCTYIIA, JIOTUHBI U KaKHE-TO
HOMeEpa;

2. Wcnonp3yit 1 OOHOBIIIM aHTUBUPYCHBIE TIporpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30TacHIllb Ce0sl OT 3aKaYyKU BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3oBanun Wi-Fi otkiroun ¢pynknuro "OOmuii 1ocTyn K daiinam
u npuHTepam". JlaHHas (YHKIUS 3aKphITa MO YMOJIYAHUIO, OJIHAKO HEKOTOPHIC
10JIB30BaTENIM aKTUBUPYIOT €€ JIJIs yA00CTBa UCIIOIL30BaHUS B paboTe WK yueoe;

4. He wucnonp3yit nyommunbii WI-FI s mepemaum JTUYHBIX JTaHHBIX,
Hanpumep JJ1s BbIX0/1a B COLIMAIBHBIEC CETH WJIU B DJICKTPOHHYIO TIOUTY;

5. Ucnonb3yii Tonbko 3amnuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOwibHOM Tenedone otkmoun ¢yHkiuo "Tlogkmouenne k Wi-Fi
apromarnuecku". He gomyckail aBTOMaTU4ECKOIO MOJKIFOYEHUSI YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBOCTO Ccormacus.

CounajbHbIe ceTH

ConmanbHble CeTH aKTUBHO BXOJISIT B HAIly KHU3Hb, MHOTHE JIFOJU pabOTaIOT U
KUBYT TaM IOCTOSIHHO, a B Facebook yxe 3apernctprupoBaH MUJLIHAP]T YETOBEK, YTO
SBISIETCS OJHOM CeObMOM BcCEX JKHTEJIEHM IUIaHEeTBbl. MHOTHE IOJIB30BATEIN HE
MMOHUMAIOT, YTO UH(POPMAIIHS, pa3MEIICHHAsS UMHU B COIIMATIBHBIX CETAX, MOXKET OBITh
HaijicHa W MCIIOJb30BaHA KEM YTOJIHO, B TOM 4YHCJIe HE 00s3aTeIbHO C OJlarumMu
HAMEPECHUSIMU.




OCHOBHBIE COBETHI 110 0€3011aCHOCTH B COLIMAJIBbHBIX CCTAX:

1. Orpanuub cniucok py3ei. Y Te0st B APY3bsiX HE JOJKHO ObITh Cy4alHbIX U
HE3HAKOMBIX JIFOACH;

2. 3amuiiail CBOO YacTHYIO )KU3Hb. He yka3biBaii mapoiiu, TesnedoHsl, aapeca,
JaTy TBOETO POXKIEHUS U APYTYIO JUYHYIO WH(POpMALHIO. 3T0OYMBIINIJIEHHUKA MOTYT
HCIIOJIb30BaTh Jake MHQPOPMAIMI0O O TOM, KakK Thl U TBOW DPOJUTENU IUIAHUPYETE
MPOBECTU KaHUKYIIbI,

3. 3amumiail cBOI penyTaluio - Aep>KU €e B YUCTOTE U 3ajaBail cebe BOIpoc:
XoTel Obl ThI, YTOOBI IPYTHE MOJIB30BATEIN BUJIECIH, UTO ThI 3arpyxaenib? [lomymaii,
IPEXJie YeM UTO-TO OMyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOpHILL C JIFOJABMH, KOTOPBIX HE 3HAEllb, HE HCIIOJIB3YH CBOE
peanbHOE MMS U APYTYIO JUYHYIO MH(QOpMalUU: UMS, MECTO >KUTEIbCTBA, MECTO
yueObl U Mpoyee;

5. U36erait pasmenienus ¢ortorpaduit B uTepHere, rae Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO OIPEJICIUTh TBOE MECTOIOI0KEHHUE;

6. HpI/I perucTpanuvu B COHH&HBHOfI CCTHU HCO6XOI[I/IMO HCIIOJIB30BaTh CIOXXHBIC
ImapoJjn, COCTOAIMNC U3 6YKB )41 HI/I(l)p " C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. Ans conuanbHON CeTH, MOYTHI U APYTUX CATOB HEOOXOIMMO HCIIOIh30BATh
passblie naponu. Toraa eciu TeOs B3JOMAIOT, TO 3TI0YMBIIIEHHUKH MOTY4YaT JOCTYII
TOJILKO K OJTHOMY MECTY, a HE BO BCE Cpa3sy.

JJIEKTPOHHBbIE JeHbIH

DONEeKTpPOHHBIE JICHBI'M - 3TO OYCHb YAOOHBIM CIOCOO TIIaTeXeH, OHAKO
CYIIECTBYIOT MOIIICHHUKHU, KOTOPBIC XOTAT MOJYUYNUTh 3TH JICHBIH.

aﬂeKTpOHHBIe ACHBI'N IMOABHJIIMCH COBCCM HCAABHO M MMCHHO H3-3a 3TOI'O BO
MHOTI'HX I'OCyAapCTBax A0 CHUX IIOP HC IIPOIMIMCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHHPYIOT U O HUX YK€ MPOIUCAHO B 3aKOHE, I MX
pas3AeisioT Ha HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHBbIE. Pa3Hulia B ToM, 4To
AHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3pelniaercs MPOBOAUTH omeparuu 0e3
WICHTH(DUKAIIMU TT0IH30BaTENs, & B HCAHOHHMMHBIX HACHTH(DHKAIIHAS IOJTH30BaATEIIS
SIBIISIETCST 00A3aTEIIBLHOM.

Taxxe crmegyer pa3nuyarth dJIEKTPOHHBIE (QUaTHBIE JCHBIU  (paBHBI
rOCYJapCTBEHHBIM BaJIOTaM) U JJCKTPOHHbIE HeduaTHble AEHBIM (HE paBHBI
rOCYJJapCTBEHHBIM BATIOTaM ).

OcHOBHbIE COBETHI 110 O€30MaCHON PadOTe C AJIEKTPOHHBIMU JCHbIAMU:

1. TlpuBsixu Kk cuery MOOWIBHBIN TenedoH. DTO caMblid YAOOHBIA U OBICTPHIN
croco0 BOCCTaHOBUTH JAOCTYyN K cyeTy. I[lpuBsizaHHblii TenedOH MOMOXET, eclu




3a0yJenip CBOM IUIATEXKHBIM Tapoiib WM 3aiifielllb Ha CcalT C HE3HAKOMOTO
YCTPOMNCTBA,;

2. Hcnonw3yii opHopa3oBble maponu. llocne mnepexona Ha YCHIEHHYIO
aBTOpU3alMI0 Tebe yxke He OyneT yrpokarb ONAacHOCTb KPakW WM IepexBara
IJIATEKHOTO MapOJIs;

3. BoiGepu cnoxublii maponb. IlpectynmHukam OyaeT He MpPOCTO yrajaathb
CJIOKHBINA napoib. HaxexxHble Maposn - 3TO MapoJid, KOTOPBIE COAEPkKAT HE MEHee 8
3HAKOB M BKJIIOYAIOT B ce€0s CTPOYHBIE M MPONUCHBIE OYKBBI, HUPPHI U HECKOJIBKO
CUMBOJIOB, TaKuM€ Kak 3HaK JoJulapa, (yHTa, BOCKJIMIATENIbHbIA 3HAaK W T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JTUYHBIC TaHHBIC HA CalTax, KOTOPHIM HE JIOBEPSCIIIb.
JJIeKTPOHHAS MOYTA

DNEeKTpOHHAsI MOYTa - ATO TEXHOJOTHUS U TPEAOCTABISIEMbIE €10 YCIYTH TIO
MEPEChUIKE U TIOJYYCHHUIO JICKTPOHHBIX COOOIIECHUN, KOTOPBIE PaCHpeessIioTCs B
KOMITbIOTepHON ceTH. OOBIYHO OSJIEKTPOHHBIM TOYTOBBIM  SIIUK  BBITJISJINAT
CJIeIYIONIMM 00pa3oM: MMS_TMOJb30BaTeNsA(@UMs_JoMeHa. Takke KpoMe Mepenaydu
IIPOCTOTO TEKCTa, UMEETCSl BOBMOXHOCTh IepeiaBaTh (Haisbl.

OcHOBHBIE COBETHI MO O€30MacHOM paboTe ¢ INEKTPOHHOM MOUYTOM:

1. Hamo BwIOpaTh mNpaBWIBHBIM TOYTOBBIA cepBUC. B HWHTEpHETE ecTh
OTPOMHBIN BBIOOp OECIIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JYUIIEe JOBEPATH TEM,
KOT'O 3HACIIb U KTO MEPBBIA B PEUTHUHIE;

2. He ykaspiBaii B JTUYHON TouTe JUYHYIO HHPopMaiuio. Hanpumep, mdydire
BBIOpATh "MYy3bIKaIbHBIN (aHaT@" wim "pok2013" BMecTo "Temal3";

3. crnonp3yil ABYXATAIMHYIO aBTOPU3AIIUI0. ITO KOTJla TOMUMO MapoJisi HYKHO
BBOJIMTH KOJI, MPUChLIaeMBbI 110 SMS;

4. Bp1Oepu CIOXKHBIA Mapoib. I KaKJa0ro MOYTOBOrO SIIUKa JOJDKECH OBITh
CBOW HAJEKHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ectb BO3MOXKHOCTH HalKMCcaTb CaMOMY CBOM JIMYHBIM BOIPOC,
HCMOJIb3YH 3TY BO3MOYKHOCTB;

6. Hcrosb3yii HECKOJIBKO IIOYTOBBIX SIMUKOB. llepBeId i1 4acTHOM
MEePEeNUCKN C aJpecaTaMH, KOTOPBIM ThI JIOBEpsielllb. DTO 3JEKTPOHHBIN ajpec He
HaJI0 UCTIO0JIb30BaTh MIPU PETUCTPAIIMU HAa (pOopyMax M calTax;

7. He oTkpbiBail ¢aiiibl U Apyrue BIOXKEHUS B MUChbMAaX, JaXe €CIU OHU
NPUIUIM OT TBOUX Jpy3eid. Jlydlie yTOUHM y HHUX, OTHPABISIMA JIU OHU TeOe ATU
Gbaitbl;

8. Ilocme oxoH4yaHMsi paOOTBl Ha IOYTOBOM CEpPBUCE Iepes] 3aKPbITUEM
BKJIAJIKH C CaiiTOM He 3a0y/ib HaxaTh Ha "Beriitn".




KubepOy1iiMHI njim BUPTyaJibHOE U31eBaTEIbLCTBO

KubepOymuHr - npecnenoBaHue COOOIIEHUSIMU, COICPKAIUMU OCKOPOJICHMS],
arpeccHio, 3amyruBaHue; XYJIUTaHCTBO;, COLMAIbHOE OOWKOTHPOBAHUE C TIOMOIIBIO
Pa3TUYHBIX HHTCPHET-CEPBUCOB.

OcHoBHBIE COBETHI O OOpbOE ¢ KNOEPOYIITUHIOM:

1. He Opocaiics B Ooi. Jlyummuii cmoco6: mocoBeToBaThCs Kak ceOsi BECTH H,
€ClId HEeT TOro, K KOMY MOXXHO OOpaTHThCsS, TO BHadaje YCIMOKOMThCS. Ecmm ThI
HaYHEIlb OTBEYaTh OCKOPOJICHUSIMH Ha OCKOpPOJICHHs, TO TOJBKO eImie OoJiblie
pa3soxoKeIb KOH(IIUKT;

2. YnpaBnsii cBoel kubeppernyranuei;

3. AHOHUMHOCTH B CETH MHHMas. CyIJ_IGCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT
3d AHOHUMHBIM aKKaYHTOM;

4. He crout BecTM XyJIWUTaHCKU oOpa3 BHUpPTyalbHOW >ku3HU. WHTEepHET
¢ukcupyeT Bce TBOM JIEUCTBHS U COXpaHsAET HMX. YOaluTh HX OyIeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cobnronail CBOIO BUPTYAIbHYIO YECTh CMOJIOY;

6. UWrnopupyit eauHuunbli HeraTuB. OmHOpa3oBble OCKOPOUTEIHHBIC
COOOIIeHHS JTydllle UTHOpUpoBaTh. OOBIUHO arpeccus MPeKpalaeTcss Ha HayalbHOU
CTa/INH;

7. ban arpeccopa. B mporpamMmax oOmMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COLIMAJIBHBIX CETAX €CTh BO3MOXXHOCTH OJIOKUPOBKM OTIPABKUA COOOIIECHUH C
ONPEIENICHHBIX a/IPECOB;

8. Ecnu b cBUmeTenb KuOepOyimuHra. TBOM AEUCTBUS: BBICTYNUTh MPOTUB
rpeciieioBaTens, I0Ka3arb €My, 4YTO €ro JCWCTBUS OLEHUBAKOTCS HEraTUBHO,
MOAJEPKATh KEPTBY, KOTOPOM HYX HA IICUXOJOTMYECKas IOMOIlb, COOOIIHTH
B3pPOCJIBIM O (paKTe arpeCCUBHOIO MOBE/ICHUS B CETH.

MooniabHblii Tes1edoH

CoBpeMeHHbIe cMapT(HOHBI U TUIAHIIETH COJAEPKAT B ceOE BIOIHE B3POCIBIN
GyHKIMOHAJI, W Temepb OHM MOIYT KOHKYpHPOBaTh CO CTallHOHAPHBIMHU
KommbioTepamu. OJIHAKO, CPEJICTB 3aIUTHI JJIs MOJOOHBIX YCTPOMCTB MOKAa OYEHBb
Masio. TecTupoBaHUE U MOUCK YSA3BUMOCTEM B HUX MPOUCXOJUT HE TaK UHTECHCHUBHO,
kak ais 11K, To ke camoe kacaeTcss 1 MOOMIIbHBIX MPUIIOKECHUH.

CoBpeMeHHbIe MOOUIIbHBIE Opay3epbl YK€ MPAKTUYECKH JIOTHAIM HACTOJIbHbBIC
aHaJIOTH, OJIHAKO paciuupeHre (QyHKIMOHANa BiieUeT 32 COO0N OOJBIIYIO CIOXKHOCTh
Y MEHBIIIYIO 3aL[UIIEHHOCTb.

I[&HGKO HC BCC IMNPOU3BOJAUTCIN BBITYCKAIOT O6HOBH€HI/IH, 3aKPbIBAOIIC
KPUTUYCCKUC YA3BUMOCTH IJIsI CBOUX YCTpOﬁCTB.




OcHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOUIIBHOTO TeledoHa:

Huuero nHe sBisgercs no-HacTosieMy OecruiaTHBIM. Byap ocTopoxeH, Beab
Korja Tede mpeaiaratoT OecIjaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHE-TO
IJIATHBIE YCIIYTH,

Jymaii, npexe yeM otnpaButb SMS, ¢hoTo nian Buaeo. Thl TOUHO 3HACIID, T/1€
OHM OyZIyT B KOHEYHOM UTOTE?

Heo6xo01uMo 00HOBIATE ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Hcnonb3yit aHTHBUPYCHBIC TIPOTPAMMBI JIJISI MOOMJIBHBIX TeJIe(pOHOB;

He 3arpy>1<aﬁ NPpUIIOKCHUA OT HCHU3BCCTHOI'O HMCTOYHHUKA, BCAb OHU MOTYT
COACPIKATb BPECAOHOCHOC IPOrpaMMHOC O6€CH€"ICHI/IC;

[Tociie Toro kKak Thl BBIHJCIIb C CaiTa, TJie¢ BBOJIWI JIMYHYI HH(DOpPMAIUIO,
3aiiIM B HACTPOMKHU Opay3epa u yaanu cookies;

[Tepuoguyecku mpoBepsiii, Kakue IUIATHBIE YCIYTH aKTUBHPOBAHBI Ha TBOEM
HOMeEpE;

JlaBaii cBoi HOMEp MOOMIBHOTO TeiedoHa TOJIBKO JIIOJAM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEpSIEIIb;

Bluetooth momkeH OBITH BBIKIIIOYEH, KOTJa Thl MM HE MoJib3yemibcs. He
3a0bIBail HOT/Ia IPOBEPSTH ITO.

Online urpsl

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUHbIE, 3aXBaThIBAIOLINE PA3BICUEHUS,
O0OBEIUHSIONINE COTHU THICSY YEJIOBEK MO0 BceMy MUpY. Urpoku UCCIenyroT TaHHbIN
UM MU, O0IIAIOTCS IPYT C APYTOM, BBITIOJHSIOT 3a/IaHUsI, CPAKAIOTCSI C MOHCTPaMu
M TOJIy4alOT ONBIT. 3a YJOBOJBCTBHE OHU IUIATAT: MOKYIMAIOT AMCK, OIIAYHUBAIOT
a0OHEMEHT WJIM PUOOPETAIOT KAKUE-TO OTIIIHH.

Bce atH cpenctBa uayT Ha Mojaep:KaHUE U Pa3BUTHE UTPHI, a TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHUCTEMbI aBTOPHU3AIMM, BBIMTYCKAIOTCS HOBBIE
nat4u (uQpoBbIe 3aMIaTKU ISl IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B mo06HBIX UTpaxX CTOUT OMacaThCsi HE CTOIBKO CBOMX COMEPHHUKOB, CKOJIBKO
KpaXH TBOETO MapoJjisi, Ha KOTOPOM OCHOBaHAa CHUCTEMa aBTOPHU3AIUMU OOJIBIIIMHCTBA
Urp.

OCHOBHBIE COBETHI IT0 0€301IaCHOCTH TBOETO HUI'POBOI'0 aKKAYHTA:

1. Ecnmu apyroit urpok BeaeT cels II0X0 WM CO37aeT Te0e HEMPHUSTHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

2. Iloxanyiica aqMHUHUCTPATOPAM UIPbI Ha IUIOXOE MOBEAECHHUE 3TOI0 UI'POKA,
KEJATEJIbHO MPWIOKUTh KaKUE-TO JOKA3aTEJIbCTBA B BUJIE CKPUHOB;




3. He yka3biBaii 1MuHyt0 HH(QOpMALKIO B Ipo(aiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouIuaabHbIe TATYU U MOJIBI;

6. Mcnionb3yii CIOXKHBIE U pa3HbI€ MapoJiu;

7. Jlaxxe BO BpeMs UTPbl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. [loka ThI Urpaemsp,
TBOU KOMIIBIOTEP MOTYT 3apa3UTh.

DuImUHr UiIun Kpaxa JIMYHBIX JaHHbIX

OObIuHOM KpaXkeh JICHET U JIOKYMEHTOB CETOJIHS YK€ HUKOTO HE YAUBHUIIb, HO
C pPa3BUTHEM WHTEPHET-TEXHOJIOTUN 3JI0YMBIIIUICHHUKH MEPEMECTUIIUCh B UHTEPHET,
U TIPOJIOJIKAIOT 3aHUMATHCS "TIOOUMBIM" JIETTOM.

Tak mnosiBWIIach HOBas yrpos3a: HHTEPHET-MOUICHHUYECTBA WJIM (DUILUHT,
rJIaBHAsl 11€JIb KOTOPOTO COCTOUT B TMOJYYEHUU KOH(PUACHIMAIBHBIX JAHHBIX
noJib30BaTesiel - JJIOruHoB U naposeil. Ha anrnuiickom si3bike phishing unraercs kak
¢ummHr (ot fishing - peiOHas noBis, password - maposp).

OcHOBHBIE COBETHI 110 OOpbOE ¢ PUITUHTOM:

1. Cnean 3a cBouM akkayHTOM. Eciam Thl mojo3peBaelllb, 4TO TBOS aHKETa
Obl1a B3JIOMaHa, TO HE0OX0AUMO 3a0JIOKMPOBATh €€ M COOOIIUTh aIMUHUCTpATOPaM
pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Ucnonp3yii Ge3omacHbie BeO-CaliThl, B TOM YHUCJIE, HHTCPHET-Mara3uHoB H
MIOMCKOBBIX CHUCTEM;

3. Hcnonp3yii clokHbIE W pa3Hble Mapoiad. TakuMmM o0pa3oM, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA IOJIy4aT JOCTYNl TOJBKO K OIHOMY TBOEMY
PO HITIO B CETH, a HE KO BCEM;

4. Ecmu TeOs B3IOMaad, TO HEOOXOAUMO MPEIYIPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIEe J00aBJICHBI Y TEOS B JIPY3bsIX, O TOM, YTO TeOS B3JIOMANH H,
BO3MOJKHO, OT TBOETO MMEHHU OYIET PaccChUIaThCs CIaM U CCHUIKM Ha (DUITUHTOBBHIC
CalTBhI;

5. YcranoBu HanexHbli napons (PIN) Ha MoOubHBIN TenedoH;
6. OTKJII0YM COXpaHEeHHUE NapoJis B Opaysepe;

7. He oTkpbiBail ¢aiiibl U Apyrue BIOKEHUS B MUChbMAX, JaXe €CIU OHHU
MNPUIUIM OT TBOUX Jpy3ei. Jlydlie yTOYHM y HUX, OTHPAaBISUIA JIU OHU TeOe 3TH
(baibl.

Mu¢posas penyranus

Hudposas pemyranus - 3T0O HETaTUBHAS WJIM MMO3UTUBHASI UH(POpMAIUS B CETH
o tebe. Kommnpomerupyromas uHdopmanus, pa3MeliecHHas B HHTEPHETE, MOMKET




CEpbE3HBIM 00Pa30M OTPA3UThCS Ha TBOEH peanbHOM xku3HU. "Lludposas pemyranus"
- 3TO TBOW UMHUJIXK, KOTOPBIA (popmupyercsa u3 nHPOpMaLKu o0 Tebe B UHTEPHETE.

TBOE MECTO KUTENbCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOEHHOCTHU
XapaKTepa U pacckasbl 0 OJU3KUX - BCE ATO HAKAILJIMBACTCS B CETH.

MHorue mnOAPOCTKU JIETKOMBICIEHHO OTHOCATCA K MYyOJMKAlUU JIMYHOU
uHpopmauu B MHTEepHETe, HE MOHKMMAas BO3MOXHBIX MOCIEACTBUU. Thl Jaxe He
CMOJXKEIIb J0rafaTbcs O TOM, 4TO (oTorpadus, pasMelleHHas 5 JIeT Hazaj, craja
NPUYMHOMN OTKa3a MPUHATH TeOsl Ha padoTy.

KommenTtapuu, pazmenenue TBoux ororpaduii u Apyrue AeMcTBUS MOT'YT HE
MCYE3HYTH JaXKE IMOCJE TOTO, KaK Thl UX yAalHIlb. Thl HE 3HACHIb, KTO COXPAaHMII 3TY
uHOpMaIHIO, ToMnaja JU OHA B MOMCKOBBIE CUCTEMbl M COXpaHMJIACh JIM OHA, a
IJIaBHOE: YTO MOJyMaloT 0 TeOe OKPY KaIOIIKE JIFO/IU, KOTOPbIE HAWIYT U YBUASAT 3TO.
Haiitu wunHpopManmio MHOro JET CHyCTs CMOXET J000i - Kak u3 J00phIX
noOy>KI€HH, TaK U C HAMEPEHUEM MTPUUYUHUTD Bpel. ITO MOXKET ObITh KTO YTOJHO.

OcHOBHBIE COBETHI MO 3aIIuTe HU(POBOM permyTauu:

1. [lonymaii, mpexxzie 4eM 4To-TOo MyOJIMKOBaTh U IepeaaBaTh y ce0s B Oore
WIN B COLMATILHOM CETH;

2. B mnactpoiikax mpodusis yCTaHOBM OTpaHUYEHHs] HA MPOCMOTP TBOETO
PO IS ¥ ero CoAePKUMOTO, clieiai ero ToabKo "mis apy3eu";

3. He pa3smemaii 1 He ykas3biBaili MHGOpPMAIMIO, KOTOpas MOXET KOro-JIuodo
OCKOPOJIATH MIIH OOMIKATh.

ABTOpPCKOE NPaBo

CoBpeMEHHBIC  IIKOJIBHUKH - aKTHUBHBIC  IOJIb30BaTeNM  ITUPPOBOTO
npoctpancTBa. OJHAKO JaJieko HE BCE 3HAIOT, YTO TOJIb30BAaHWE MHOTUMU
BO3MOXXHOCTAMH  IUGPOBOro  MuUpa  TpeOyeT  coONrofeHWs  TpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun '"uWHTEINIEKTyallbHass COOCTBEHHOCTH" OTHOCUTCS K Pa3IUYHBIM
TBOPCHHSIM YEJIOBEYECKOTO yMa, HA4YMHAs C HOBBIX H300PETEHM H 3HAKOB,
0003HaYAIONUX COOCTBEHHOCTh HA TMPOMYKTHI M YCIYTH, W 3aKaHYMBas KHUTAMH,
dotorpadusmu, KUHODUITEBMAMU U MY3bIKAJILHBIMHU TIPOU3BEACHUSIMHU.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha HMHTEJUIEKTYyaJlbHYIO COOCTBEHHOCTh Ha
MPOU3BEICHUS] HAYKH, JUTEPATypbl U HUCKYyCCTBAa. ABTOPCKHE IpaBa BHICTYNAIOT B
KaueCTBE FapaHTUU TOTO, YTO MHTEIJICKTYaJIbHBIA/TBOPUECKUN TPy aBTOpa HE OyneT
HaIlpacHbIM, J1acT €My CIIpaBe/IJIMBble BO3MOXKHOCTH 3apaboTaTh Ha pe3yJbTaTax
CBOET0 TPy, MOJIYYUTh U3BECTHOCTh U Mpu3Hanue. Hukro 6e3 pa3penieHus aBropa
HE MOXET BOCIPOU3BOAUTL €ro MNPOU3BEJCHHUE, PACHPOCTPAHSTh, IMYOIUYHO
JEMOHCTPUPOBaTh, MPOJaBaTh, MMIOPTUPOBATH, IYCKaTh B MPOKAT, MYOIUYHO
UCIIOIHSATD, MOKA3bIBATH/UCTIONHATH B 3(pupe mwin pazmeniats B IHTepHETE.




Hcnonw3oBanue "mupaTckoro" mporpaMMHOIO 00ECIeUeHUsI MOKET MPUBECTHU
K MHOTHM PHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM J10 OJIOKHPOBKH TBOETO
YCTPOWCTBA, T/I€ YCTAaHOBJIEHA HellerajabHas nporpamMa. He ctouT Takke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETAJIbHbIE M OECIIaTHBIE MPOrPaMMbl, KOTOPbIE MOKHO HAaWTH B
CETH.

O nopraJe

CereBHuOK.pd - TBOU TJIaBHBIN COBETYMK B CETU. 3/1€Ch Thl MOXEIb Y3HAThH O
0e30MacHOCTH B CETH MOHSTHBIM M JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHUYECKOM CHUTyalluu OOpaTUThCS 3a COBETOM. A TakKe HPHUHATh Yy4yacTHE B
KOHKYpPCaX M CTaTh CaMbIM LIU(PPOBHIM I'pa’KJaHUHOM !




